
• Ifyou
 have the option

 oflettin
g you

r com
pu

ter

rem
em

ber a passw
ord for you

,don’t do it.

• D
o n

ot share you
r passw

ords
w

ith
 fam

ily m
em

bers,

frien
ds,or colleagu

es.

• Ifyou
 are loggin

g in
to an

 AT
M

 or other com
pu

ter,m
ake

su
re n

o on
e is lookin

g over you
r sh

ou
lder as you

 en
ter

you
r passw

ord.

Personal Identification N
um

bers 
T

h
e person

al iden
tification

 n
u

m
ber (P

IN
) is on

e m
eth

od

u
sed by ban

ks an
d ph

on
e com

pan
ies to protect you

r

accou
n

t from
 u

n
au

thorized access.A
 P

IN
 is a con

fiden
tial

code issu
ed to th

e cardh
older to perm

it access to th
at

accou
n

t.You
 can

 protect you
r P

IN
 n

u
m

ber by follow
in

g

th
ese tips:

• M
em

orize you
r P

IN
 n

u
m

ber
an

d do n
ot give it to

anyon
e,in

clu
din

g fam
ily m

em
bers or ban

k em
ployees.

• N
ever w

rite
you

r P
IN

 on
 A

T
M

 or lon
g-distan

ce

callin
g cards;do n

ot carry you
r P

IN
 n

u
m

ber in
 you

r

pu
rse or w

allet.

• W
hen

 u
sin

g an
 AT

M
 m

achin
e or pu

blic telephon
e,

position
 you

rself
in

 fron
t of

th
e A

T
M

 keyboard or

ph
on

e to preven
t anyon

e from
 observin

g you
r P

IN

as you
 en

ter it.

• D
o n

ot leave you
r receipt behin

d
w

h
en

 you
 u

se an

A
T

M
 m

ach
in

e;crim
in

als can
 u

se th
em

 to get you
r

accou
n

t n
u

m
ber.

• Ifa ban
k or other in

stitu
tion

 assign
s you

 a P
IN

n
u

m
ber

th
at is th

e last fou
r digits of

you
r Social

Secu
rity n

u
m

ber,h
ave it ch

an
ged to a n

ew
 n

u
m

ber.

Social Security N
um

bers 
Som

e bu
sin

esses an
d govern

m
en

t agen
cies believe th

at

u
sin

g you
r Social Secu

rity n
u

m
ber (SSN

) is th
e m

ost

accu
rate w

ay to store an
d retrieve in

form
ation

.B
u

t you
r

Social Secu
rity n

u
m

ber is also th
e prim

e target of

crim
in

als in
terested in

 com
m

ittin
g iden

tity th
eft an

d

oth
er crim

es.T
h

erefore,it is essen
tial th

at you
 protect

you
r SSN

.

• R
elease you

r SSN
 on

ly w
hen

 it is absolu
tely n

ecessary.

E
m

ployers n
eed you

r SSN
 to report you

r earn
in

gs to

th
e IR

S,bu
t law

 en
forcem

en
t does n

ot n
eed it to issu

e

you
 a parkin

g perm
it.

• D
o n

ot carry you
r Social Secu

rity card
in

 you
r w

allet or

pu
rse u

n
less you

 n
eed it for a specific situ

ation
,su

ch
 as

th
e first day of

a n
ew

 job.

• D
o n

ot prin
t you

r SSN
on

 ch
ecks or bu

sin
ess cards.

• Ifpossible,do n
ot pu

t you
r SSN

 on
 job application

s.

• Ifasked to provide you
r SSN

 on
lin

e,look for th
e closed

padlock sym
bol on

 th
e bottom

 of
th

e page,an
d read

th
e com

pany’s privacy policy on
 h

ow
 it safegu

ards you
r

person
al in

form
ation

.

• D
o n

ot respon
d to u

n
solicited electron

ic m
ail m

essages

in
 w

h
ich

 you
r SSN

 an
d oth

er person
al in

form
ation

 are

requ
ested.N

o repu
table com

pany or govern
m

en
t

agen
cy sen

ds u
n

solicited em
ail m

essages to requ
est

sen
sitive person

al data.

• Ifa private bu
sin

ess requ
ests you

r SSN
,su

ggest

altern
atives like you

r driver’s licen
se n

u
m

ber (u
n

less

you
r driver’s licen

se n
u

m
ber is you

r SSN
).

• Ifyour state’s D
epartm

ent ofM
otor V

ehicles
uses the SSN

as the driver’s license num
ber,ask for an alternate num

ber.

E
m

ail,th
e In

tern
et,au

tom
ated teller m

ach
in

es (A
T

M
s),

on
lin

e ban
kin

g,cell ph
on

es,lon
g-distan

ce carriers,an
d

credit cards m
ake ou

r lives m
ore efficien

t.H
ow

ever,as

ou
r lives becom

e m
ore in

tegrated w
ith

 tech
n

ology,

keepin
g ou

r private in
form

ation
 con

fiden
tial becom

es

m
ore difficu

lt.E
lectron

ic tran
saction

s can
 leave you

vu
ln

erable to iden
tity th

eft an
d oth

er types of
frau

d.

Follow
in

g a few
 sim

ple tips can
 h

elp you
 keep you

r

private in
form

ation
 safe.

Passw
ords

Passw
ords are often

 requ
ired to access in

form
ation

 from

fin
an

cial,m
edical,an

d oth
er in

stitu
tion

s.H
ackers h

ave

soph
isticated tools for crackin

g passw
ords.H

ere are

som
e tips for creatin

g an
d protectin

g you
r passw

ords.

•Select at least eight characters,in
clu

din
g a com

bin
ation

of
letters,n

u
m

bers,an
d sym

bols that you
 can

 rem
em

ber

bu
t th

at oth
ers w

on’t easily gu
ess.

• D
o n

ot u
se you

r m
other’s m

aiden
 n

am
e,spou

se’s n
am

e,

last fou
r digits of

you
r Social Secu

rity n
u

m
ber,p

et’s or

ch
ildren’s n

am
es,or date of

birth
.

• D
o n

ot u
se a w

ord
th

at can
 be fou

n
d in

 th
e diction

ary

in
 any lan

gu
age.

• C
reate a n

ew
 passw

ord
for every w

ebsite or login
 th

at

requ
ests on

e.If
th

at is im
practical,create a few

 h
ard-to-

gu
ess passw

ords an
d u

se th
ose at sites you

 w
an

t to keep

m
ost secu

re.C
reate easier-to-rem

em
ber passw

ords to

u
se at less im

portan
t sites.

• C
hange your passw

ords regularly—
at least on

ce a m
on

th.

• M
em

orize you
r passw

ords;if
you

 m
u

st w
rite th

em

dow
n

,don’t carry th
em

 in
 you

r w
allet or leave th

em
 in

an
 u

n
protected place,in

clu
din

g a com
pu

ter file.
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1. Use “anti-virus software” and keep it up-to-date. Anti-virus software is designed to protect

your computer against known viruses. But with new viruses emerging daily, anti-virus programs

need regular updates. Check with the web site of your anti-virus software company to

see some sample descriptions of viruses and to get regular updates for your software.

2. Don’t open emails or attachments from unknown sources. Be suspicious of any unexpect-

ed email attachments even if they appear to be from someone you know. Should you

receive a suspicious email, the best thing to do is to delete the entire message, includ-

ing any attachment. 

3. Protect your computer from Internet intruders—use “firewalls.” Firewalls create a

protective wall between your computer and the outside world. They come in two forms,

software firewalls that run on your personal computer and hardware firewalls that protect

a number of computers at the same time. Firewalls also ensure that unauthorized

persons can’t gain access to your computer while you’re connected to the Internet. 

4. Regularly download security updates and “patches” for operating systems and other soft-

ware. Most major software companies today release updates and patches to close newly

discovered vulnerabilities in their software. Check your software vendors’ web sites reg-

ularly for new security patches or use the automated patching features that some com-

panies offer.

5. Use hard-to-guess passwords. Mix upper case, lower case, numbers, or other characters

not easy to find in a dictionary, and make sure they are at least eight characters long.

Don’t share your password, and don’t use the same password in more than one place.

6. Back up your computer data on disks or CDs regularly. Back up small amounts of data

on floppy disks and larger amounts on CDs. If you have access to a network, save copies

of your data on another computer in the network.

7. Don’t share access to your computers with strangers. Learn about file sharing risks. Your

computer operating system may allow other computers on a network, including the Internet,

to access the hard-drive of your computer in order to “share files.” This ability to share

files can be used to infect your computer or look at the files on your computer. Check

your operating system and your other program help files to learn how to disable file sharing.

8. Disconnect your computer from the Internet when not in use. Disconnecting from the

Internet when you’re not online lessens the chance that someone will be able to access

your computer. And if you haven’t kept your anti-virus software up-to-date, or don’t have

a firewall in place, someone could infect your computer or use it to harm someone else

on the Internet. 

9. Check your security on a regular basis. You should evaluate your computer security at

least twice a year—do it when you change the clocks for daylight savings! Make sure you

have the security level appropriate for you.

10. Make sure your family members and/or your employees know what to do if your

computer becomes infected. People should know how to update virus protection

software, how to download security patches from software vendors, and how to

create a proper password.

These tips were adapted from the “Top Ten Cyber Security Tips” on the National Cyber

Security Alliance website, www.staysafeonline.info. The National Security Alliance is a pub-

lic-private partnership focused on promoting cyber security and safe behavior online.

Report hacking incidents to the FBI at www.ic3.gov.

Ten Tips
To Secure

Your Personal
Computer

Securing your personal
computer plays a crucial

role in protecting our
nation’s Internet infra-
structure. Here are ten

things you can do to
keep your computer safe
from hackers and viruses.
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